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As a network administrator, auditor or architect, you know the importance of securing your network and
finding security solutions you can implement quickly. This succinct book departs from other security
literature by focusing exclusively on ways to secure Cisco routers, rather than the entire network. The
rational is simple: If the router protecting a network is exposed to hackers, then so is the network behind it.
Hardening Cisco Routers is a reference for protecting the protectors. Included are the following topics:

The importance of router security and where routers fit into an overall security plan1.
Different router configurations for various versions of Cisco?s IOS2.
Standard ways to access a Cisco router and the security implications of each3.
Password and privilege levels in Cisco routers4.
Authentication, Authorization, and Accounting (AAA) control5.
Router warning banner use (as recommended by the FBI)6.
Unnecessary protocols and services commonly run on Cisco routers7.
SNMP security8.
Anti-spoofing9.
Protocol security for RIP, OSPF, EIGRP, NTP, and BGP10.
Logging violations11.
Incident response12.
Physical security13.

Written by Thomas Akin, an experienced Certified Information Systems Security Professional (CISSP) and
Certified Cisco Academic Instructor (CCAI), the book is well organized, emphasizing practicality and a
hands-on approach. At the end of each chapter, Akin includes a Checklist that summarizes the hardening
techniques discussed in the chapter. The Checklists help you double-check the configurations you have been
instructed to make, and serve as quick references for future security procedures.Concise and to the point,
Hardening Cisco Routers supplies you with all the tools necessary to turn a potential vulnerability into a
strength. In an area that is otherwise poorly documented, this is the one book that will help you make your
Cisco routers rock solid.
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From reader reviews:

Samuel Gorman:

Why don't make it to become your habit? Right now, try to ready your time to do the important work, like
looking for your favorite guide and reading a publication. Beside you can solve your condition; you can add
your knowledge by the reserve entitled Hardening Cisco Routers (O'Reilly Networking). Try to make the
book Hardening Cisco Routers (O'Reilly Networking) as your close friend. It means that it can to become
your friend when you truly feel alone and beside that of course make you smarter than ever before. Yeah, it
is very fortuned for yourself. The book makes you more confidence because you can know almost everything
by the book. So , we need to make new experience as well as knowledge with this book.

Roberto Garcia:

Have you spare time to get a day? What do you do when you have far more or little spare time? Sure, you
can choose the suitable activity intended for spend your time. Any person spent their own spare time to take
a wander, shopping, or went to the particular Mall. How about open or maybe read a book entitled Hardening
Cisco Routers (O'Reilly Networking)? Maybe it is to be best activity for you. You recognize beside you can
spend your time along with your favorite's book, you can wiser than before. Do you agree with their opinion
or you have additional opinion?

Joseph Cosgrove:

Book is to be different per grade. Book for children until finally adult are different content. As you may
know that book is very important for all of us. The book Hardening Cisco Routers (O'Reilly Networking)
had been making you to know about other know-how and of course you can take more information. It is
quite advantages for you. The e-book Hardening Cisco Routers (O'Reilly Networking) is not only giving you
far more new information but also for being your friend when you sense bored. You can spend your own
spend time to read your publication. Try to make relationship while using book Hardening Cisco Routers
(O'Reilly Networking). You never feel lose out for everything if you read some books.

Mildred Lyons:

A lot of e-book has printed but it differs from the others. You can get it by web on social media. You can
choose the top book for you, science, amusing, novel, or whatever by means of searching from it. It is known
as of book Hardening Cisco Routers (O'Reilly Networking). Contain your knowledge by it. Without causing
the printed book, it may add your knowledge and make anyone happier to read. It is most critical that, you
must aware about e-book. It can bring you from one destination to other place.
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